Secure Position
Verification In
Vehicular Networks
Using Obfuscation
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Secure Position Verification
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Verifiable Multilateration




Secure positioning
requires three nodes.

Can secure position
verification be done
with fewer?



Cheating on Distance Bounding
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Cheating with Hidden Verifier
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Cheating with Hidden Verifier
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Infrastructure




TDOA Ellipses

(AtoV)+ (VtoB)=k
where k = (Ato B) + delay
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Simulation Configuration

possible passive nodes
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active node: (500,0)

O
vehicle: (300,3)

°
possible passive nodes (1000,6)



Initial Simulation
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With Active Checking
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The Problem
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Active Node Far from Road Zoomed In
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Verifiable Multilateration Problems
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Verifiable Multilateration Scenario
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Verifiable Multilateration

0
0
S
0
0
100 100 100 100 (10O O
0
0
0
0

OO POOOOCOOPOOo
OO POOOOO P OO
OO POOOOCOPOOo
OO POOOOCDOP OO
OO POOOOOP O Oo
OO POOOCOO PO Oo
OO POOOOO P OOo
OO POOOOO P OO
OO POOOOOPOOo
OO POOOOOPOOo
OO POOOOOPOOo
OO POOOOOPOOo
OO POOOOOPOOo
OO POOOOOPOOo
oNeoNoNelNololNolololNello)



7p)
)
O
O
Z
L
_—
(©
)
e
)
7
=

0
0
0
0
0

100 O

0
0
0
0
0

0
0
0
0
0

100 O
100

o

0

0

o

100 O

100 O




Conclusion

With two nodes
Can build a reasonable secure position verification
system
Side benefit: limited protection against collusion

With three nodes
Can build a secure positioning system comparable to
verifiable multilateration

Weaknesses
Wired links
Nodes far from road
Nodes must be hidden
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